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JIONOJIHEHUE K I'JIOBAJIBHOM
KOPIIOPATUBHOM IMOJUTHUKE S&P GLOBAL
O KOHOUJAEHIHUAJBHOCTHU B OTHOLLIEHNHN

OBPABOTKHU NEPCOHAJIBHBIX JAHHBIX
ADPDPUINPOBAHHBIMU JINIIAMMU S&P
GLOBAL, 3APETUCTPUPOBAHHBIMHU B

POoCCUN

1. C®EPA JIEMCTBUS
IHOJIMTUKE

Hacrosmee lononuenue x ['mo6ansHo# KopnopatusHoit

[omutuke S&P Global o koHpHIEHIIMATLHOCTH B

JOIIOJIHEHUA K

OTHOIIEHNH  00pabOTKM  TEPCOHANBHBIX  JTaHHBIX
apPUIUPOBaHHBIMU JULaMU S&P Global,
3apeructpupoBanHbiMH B Poccun  («IloamTuka)

ONpENAENSAET OCHOBHBIC MPHUHILMUIBI, LENH, YCIOBUSI U
croco0bI 00PadOTKH NEPCOHATBHBIX JAHHBIX POCCUHCKUX
rpaXkJaH, MEpeYHU CYObEKTOB IEPCOHAIBHBIX JAHHBIX,
SBISIIOIIMXCA TpaxkaaHaMmu Poccun, n oOpabaTbiBaeMbIX
NPEACTABUTENBCTBOM KoMIaHuM ¢  OrpaHUYEHHOU
oTBeTCTBEHHOCThIO «CTanmapa »HA Ilypc WHTepHAmHI
Cepsuce3 JUIC» u ¢winasoM 9acTHOH KOMIAaHWUHU C
OTPaHWYEHHON OTBETCTBEHHOCTIO «Ic 3HI [lm ['moban
IOpon
HE3aBHCHMBIMH KOMIIAHMSIMH W J1ajee

(«Omnepatop»)
MEPCOHANBHBIX NaHHBIX, QyHkuuu Omeparopa [1J1 mpu

PeiTunrc JInmureny (ABIASIOLTUXCS

HUMCHYMBIC
COBMECTHO M  IIO-OTACIBHOCTH -
00paboTKe TMEepCOHANBbHBIX JaHHBIX, MpaBa CYOBEKTOB

NEPCOHAIBHBIX JaHHBbIX, a TAaKXKE pcaIn3yCeMbIC

OnepatopoM Mepbl ©  TpeOOBaHUSA K  3allUTE
MEPCOHAIBHBIX JAHHBIX B OTHOIIEHHH POCCHHCKHX
rpaxnaad. B cimydae mpoTHBOpednii MeXay HacTosIIen

[onutukoit u I'mobansHOM KoprniopatusHoii [Tonurukoit

0  KOH(DHIEHIWATBPHOCTH  NPEUMYIIECTBO  HMEIOT
nojoXeHus Hactosmel [Tonutukn.

[Momutuka paszpaborana ¢  yderom TpeOOBaHUM
Konctutymuu Poccuiickoii ®denepanuu,

3aKOHOMATENBHBIX M WHBIX HOPMATHUBHBIX IPAaBOBBIX
akToB Poccuiickoii @eneparuu B 001aCTH IePCOHATIBHBIX
JAHHBIX.
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ADDENDUM TO S&P GLOBAL’S
GLOBAL CORPORATE PRIVACY POLICY IN
RELATION TO PERSONAL DATA
PROCESSING BY S&P GLOBAL AFFILIATES
REGISTERED IN THE RUSSIAN
FEDERATION

1. SCOPE OF POLICY ADDENDA

This Russian Federation Policy Addendum on
personal data processing by S&P Global affiliates
registered in Russia (“Policy”) provides for main
principles, purposes, terms and means of processing
of personal data of Russian citizens, categories of
personal data subjects who are Russian citizens and
Russian citizen’s personal data processed by the
Representative office of the Standard & Poor’s
International Services LLC and Moscow Branch of
S&P Global Ratings Europe Limited (each operating
independently and individually and separately
referred to herein as “the Operator”), functions of
the Operator in the course of personal data processing,
personal data subjects’ rights, as well as measures
adopted by the Operator for the purposes of personal
data protection, in respect of Russian citizens. In the
case of any inconsistencies between this Policy and
the Global Corporate Privacy Policy in respect of the
processing of personal data of Russian citizens by the
Operator, this Policy prevails.

This Policy has been elaborated on the basis of the
Constitution of the Russian Federation, Russian laws
and other legal acts in the field of personal data.
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2. OCHOBHBIE ITIOHATHUSA 2. GLOSSARY

This Policy uses the following terms:
B Tlonautuke WCMOAB3YIOTCS CIACIYIONIHNE OCHOBHBIC
TTOHSATHSL:

Oneparop: Operator:

IIpencraBurensctBo  Kommanum ¢ orpanmueHHOM Representative Office of Standard & Poor’s
otBeTcTBeHHOCTBIO «CT3Hmapa »HA Ilypc WnarepHsmmn International Services LLC;

Cepsuces JIJIC» ARN (accreditation record number): 20150016711
H3A: 20150016711 ITN (individual taxpayer number): 9909054810
MHH: 9909054810 TRC (tax registration code): 773851001

KIIIT: 773851001, registered at Vozdvizhenka str. 4/7, building 2,
3aperucTpupoBaHHOE MO aapecy BozasmwkeHka yi., 1.4/7, Moscow, 125009,

koprr. 2, Mocksa, 125009, Contact No.: +7 (495) 7834000

KonrakTtHslit HOMep: +7 (495) 7834000

dunpan  9yacTHOM  KOMIaHuM ¢ orpaHmueHHOM Moscow Branch of S&P Global Ratings Europe
oTBeTcTBEHHOCTIO «¢ 3HA I1u I'mobdan Peiiruarc FOpon Limited

Jlumuren ARN (accreditation record number): 10180000435
H3A: 10180000435 ITN (individual taxpayer number): 9909488889
HMHH: 9909488889 TRC (tax registration code): 774791001

KIIIT: 774791001, registered at Vozdvizhenka str. 4/7, building 2,
3aperuCTPUPOBAHHBIN 1O aapecy Bos3nsmkeHka yi., 1.4/7, Moscow, 125009,

koprr. 2, Mockaa, 125009, Contact No.: +7 (495) 7834000

Konrakraerit Homep: +7 (495) 7834000

Cy0beKT mepcoOHATbHBIX JaHHBIX — (u3udeckoe nuio, Personal Data Subject — individual whose personal
YbH [IEPCOHANILHBIC TaHHbIe 00padaTriBatoTcst OnepaTopom  data are being processed by the Operator pursuant to
B COOTBETCTBUH ¢ [lomuTHKOM. this Policy.

nepcoHaIbHbIEe JaHHble — Jr00as wuHpopmanusa, personal data— any information directly or indirectly
OTHOCSAIIASACS K MPSMO MM KOCBEHHO ompeneleHHOMYy relating to an identified or identifiable individual
Wik ompenensieMomy (usuueckomy Juiy (cyobekTy (personal data subject);

MEPCOHANBHBIX JJAHHBIX );

uH(popMaHOHHANI CHCTEMA MEPCOHAJIBHBIX AaHHbIX — personal data information system — an aggregate of
COBOKYITHOCTh ~ COJep)Kammxcs B 0Oa3ax jgaHHbIX personal data contained in databases as well as
MEepCOHANBHBIX JaHHBIX U oOecreunBaomyx ux oopadborky information technologies and hardware allowing
HH(POPMAIIHOHHBIX TEXHOJOIMH M TEXHHYECKUX CpelcTB;  processing of such personal data;

aBTOMATH3MPOBAaHHAsi 00padoTka  MepPCOHAJBLHBIX automatic processing of personal data — the
JAaHHBIX — 00pa00TKa MEPCOHATTPHBIX TAHHKIX ¢ TOMOIIBI0  processing of personal data by means of computer
CPE/ICTB BBIYUCIIUTEIHHON TEXHUKY, technologies;
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0JIOKHPOBAaHHE NMEPCOHAILHBIX JAHHBIX — BPEMEHHOE
MpeKpalieHie 00padOTKH IEepCOHANBHBIX JaHHBIX (3a
UCKITIOUYEHHEM CITy4yaeB, eCiIi 00padoTKa HeoOXomuma s
YTOYHEHUS IEPCOHANIBHBIX JTAHHBIX);

o0e3TMYUBaHNe NMEePCOHATbHBIX JAHHBIX — JIEHCTBUS, B
pe3yibpTaTe KOTOPHIX HEBO3MO)KHO 0€3 HCIIONB30BaHUS
JIOTIOJIHUTETTEHOM MHpOPMAITUH OTIPEICIIUTh
MIPUHAUIEKHOCTh TEPCOHATBHBIX JAHHBIX KOHKPETHOMY
CYOBEKTY TIEPCOHABHBIX JJAHHBIX;

00pa0doTKa MEePCOHAIBLHBIX TAHHBIX — JI000C NEHCTBHE
(omepammsi) WIM COBOKYIMHOCTh ACHCTBHIA (OmepaLiuii),
COBEpILIAEMBIX C UCTIONIb30BAHUEM CPEJICTB aBTOMATH3AIN
n (wm) 0e3 WCIOIBE30BAHUS CpPEICTB C
BKIIFO4ast  cOop,

TaKuX
MEPCOHATLHBIMHU  JJAHHBIMH, 3aITUCh,
CHCTEMATH3aIIMI0, HAKOIUICHUE, XpaHEHHe, YTOYHCHHUE
(oOHOBINICHYE, M3MEHEHNUE), U3BJICUCHUE, WCIIOJIb30BAHUE,
repenady (pacnpocTpaHEeHUE, TPEAOCTABICHHE, TOCTYII),
o0e3IurBaHue, OIOKMPOBAHKE, yIAICHUE, YHIUTOKCHNE

NEPCOHAJIbHBIX JaHHBIX]

NpeaoCTaBJICHUE MEPCOHATBHBIX TAaHHBIX — I[eﬁCTBPIH,
HaIllpaBJICHHBIC Ha pPacCKpbITUC IICPCOHAIIBHBIX JTaHHBIX
OIPEACIICHHOMY JIMIY WX OIPCACICHHOMY KPYT'Y JIUII;

pacnpocTpaHeHHe MePCOHAIbHBIX JAHHBIX — JIEHCTBUSL,
HaNpaBIICHHbIC HAa PACKPBITHE TEPCOHAIBHBIX JIaHHBIX
HEOTpeIeTIEHHOMY KPYTY;

TPaHCTPAHUYHAS TIEPeIaYa NMEePCOHATBHBIX TAHHBIX —
nepefaya TEepPCOHANBHBIX JAaHHBIX HAa  TEPPUTOPHUIO
HMHOCTPaHHOTO TOCY/AapCTBa OpraHy BIACTH MHOCTPAHHOTO
rOCydapcTBa,  WHOCTpAaHHOMY  (pu3WdyeckoMy — WiH
WHOCTPAaHHOMY IOPHINYECKOMY JIUILY;

YHUUYTOKEHHE TEPCOHAIBHBIX TAHHBIX — JICWCTBHSA, B
pe3yibpTraTte  KOTOPBIX

BOCCTAHOBUTL COACPKAHUC TMICPCOHAIBHBIX HOAHHBIX B

CTaHOBHUTCA HCBO3MOXHBIM
HH(l)OpMaLIHOHHOfI CUCTCMC TNICPCOHAIILHBIX MJaHHBIX U

(mmm) B pe3yiabTaTe  KOTOPHIX  YHHUYTOXKAIOTCS

MaTCpHaJIbHBIC HOCUTCIIN IICPCOHATIbHBIX TaHHBIX;

@3 «O nepcoHAIBHBIX JaHHBIX» — DeepanbHbIi 3aK0H
ot 27 nrons 2006 Ne 152-03 «O nepcoHaNbHBIX JaHHBIX).

1 January 2020

blocking of personal data — a temporary cessation of
personal data processing (unless the processing is
necessary for specification of personal data);

depersonalization of personal data — actions that
exclude possibility of the particular personal data
subject’s determination without referring to additional
information;

processing of personal data — any action (operation)
or set of actions (operations) performed automatically
or non-automatically with personal data including
collection, recording, systematization, accumulation,
storage, clarification (update, change), extraction, use,
transfer (distribution, granting, access),
depersonalization, blocking, deletion, destruction of
personal data;

provision of personal data — actions aimed at
disclosure of personal data to a certain person or a
certain group of people;

dissemination of personal data — actions aimed at
disclosure of personal data to an indefinite group of
people;

cross-border transfer of personal data — transfer of
personal data to the territory of a foreign state to the
authority of a foreign state, to a foreign individual or
a foreign legal entity;

destruction of personal data — actions that result in
impossibility to restore the content of personal data
within the information system and (or) that result in
destruction of media containing personal data;

Federal Law “On Personal Data” — Federal Law
dated 27 July 2006 No. 152-FZ “On personal data”.
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3. IIPUHIUIIBI U YCIOBHUA OBPABOTKH
HEPCOHAJIBHBIX JAHHBIX

3.1. [IpaBoBbIe OCHOBaHMUSI 00padoTKH
NMEePCOHATBHBIX TAHHBIX

Omneparop oOCyIIECTBISET OOpPabOTKy TEpPCOHATBHBIX
TaHHBIX B COOTBETCTBHM  CO  CIICAYIOUINMH
HOPMAaTUBHBIMH MTPABOBBIMH AKTAMH:

— TpynoBoii koaekc Poccuiickoit @enepanuu;

— TI'paxpanckuit koaexc Poccuiickoit deneparimy;

—  @enpepanbHbIi 3akoH OT 27 utoiist 2006 Ne 152-D3 «O
MEPCOHANBHBIX JaHHBIX;

—  @enpepanbHblid 3aKk0H OT 27 utons 2006 Ne 149-03
«O6 urpopManKy, HHPOPMALIMOHHBIX TEXHOIOIHIX
U 0 3aIIUTe HHPOPMALIUI»;

— IlocranoBnenue IIpaBuTenncTBa Poccuiickoi
Oeneparm ot 1 HostOpst 2012 Ne 1119 «O6
YTBEPXKJCHUN TPeOOBaHUI K 3al[UTE IMEPCOHATBHBIX
JAHHBIX TpH WX 00paboTKe B HMHGPOPMAIMOHHBIX
cucTeMax MepCOHATIbHBIX TaHHBIXY;

— IloctanoBnenne IIpaButensctBa PO ot 15 centsabps
2008 Ne 687 «O6 ytBepxkaenuu [lomoxenus 06
0COOEHHOCTSIX O0pabOTKH IMEPCOHANBHBIX JaHHBIX,
OCYIIECTBIsIEeMON 0e3 HCIOJB30BaHUS  CPEIACTB
aBTOMAaTHU3ALINY;

— Ipukaz ®CTIK Poccun ot 18 despans 2013 Ne 21
«O0  yTBepXKIEHMHM COCTaBa M  COACPIKAHHS
OpPTaHM3allMOHHBIX W  TEXHUYECKHX Mep 10
oOecriedeHnto 6€30MacHOCTH EePCOHANBHBIX JAHHBIX
mpu ux o0paboTke B MH(OPMAIMOHHBIX CHCTEMax
MEPCOHANBHBIX JJAHHBIXY;

— Ilpuka3 Pockomuaazopa ot 05 cerrsops 2013 Ne 996
«O0 yTBepkIeHUN TpPeOOBAaHUI H METOJIOB II0
00€3TMYMBaHUIO IEPCOHATBHBIX TAHHBIX);

— HWHbIe HOpPMaTHBHBIE TPaBOBBIE aKThl Poccuiickoii
®denepanuu.

3.2. IlpuHIMNBI 00PadOTKH NEPCOHANBHBIX JAHHBIX
OmepaTtop ocymecTBisseT 00pabOTKy MEPCOHATBHBIX

JAaHHBIX Ha OCHOBC CIICAYIOMIUX IMPUHIIUIIOB!

— 3aKOHHOCTH U CHpaBCHHHBOﬁ OCHOBBI,

1 January 2020

3. PRINCIPLES AND CONDITIONS OF
PERSONAL DATA PROCESSING

3.1. Legal framework for personal data processing

Operator processes personal data on the basis of the
following legal acts:

— Labor Code of the Russian Federation;

— Civil Code of the Russian Federation;

— Federal Law dated 27 July 2006 No. 152-FZ “On
personal data”;

— Federal Law dated 27 July 2006 No. 149-FZ “On
Information, Information Technologies and on
Protection of Information”;

— Resolution of the Government of the Russian
Federation dated 1 November 2012 No. 1119 “On
Adoption of Measures for Protection of Personal
Data in the course of Personal Data Processing
within Information Systems”;

— Resolution of the Government of the Russian
Federation dated 15 September 2008 No. 687 “On
Adoption of the Regulation on Specifics of Non-
Automatic Personal Data Processing”;

— Order of FSTEC of Russia dated 18 February
2013 No. 21 “On Adoption of Categories and
Content of Organizational and Technical
Measures to be Undertaken to Maintain Security
of Personal Data in the course of Personal Data
Processing in Information Systems”;

—  Order of Roskomnadzor dated 05 September 2013
No. 996 “On Adoption of Requirements and
Methods of Personal Data De-Personalization”;

— other legal acts of the Russian Federation.

3.2. Principles of personal data processing
The Operator carries out personal data processing on
the basis of the following principles:

— legality and fairness;
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OTpaHWYCHHUS O0Pa0OTKH TIEPCOHAIBHBIX JaHHBIX
TOCTIDKCHUEM KOHKPETHBIX, 3apaHee OIpeaelICHHBIX
Y 3aKOHHBIX IIeJIel, yCTaHOBICHHBIX [TonMuTHKOM;
HEJOMYIIECHUSI 00paOOTKH TMEePCOHANBHBIX JTaHHBIX,
HECOBMECTUMOH C MelsiMH cOopa TEepPCOHATBHBIX
JIAHHBIX;
HEJOMYIIICHUS 00be IMHCHUS 0as3 JIAHHBIX,
colepKalux TEepCOHANBHBIE JaHHBIE, 00padoTKa
KOTOPBIX OCYIIECTBIISCTCS B IENIIX, HECOBMECTHMBIX
MEXITy CO00iM;

00pabOTKH TONILKO TEX TMEePCOHAIBHBIX JAHHBIX,
KOTOpBIC OTBEUAIOT LIEJISIM MX 00pabOTKH;

o0BeMa

COOTBCTCTBUA COACPKaAHUA n

00pabaThIBaEMbIX MEPCOHATBHBIX JAHHBIX
3asIBJICHHBIM IIeTISIM 00pa0OTKH;

HEOMyIeHHsT 00pabOTKHM MEPCOHANBHBIX NAHHBIX,
M30BITOYHBIX 10 OTHOLICHHIO K 3asBJICHHBIM ICIIM
ux 00paboTKy;
obecrieueHUs

TOYHOCTH, JO0CTATOYHOCTH u

AKTyaJIbHOCTH MEPCOHATIBHBIX JIAHHBIX J3(0)
OTHONICHHIO K HesiM 00pabOTKH TepCOHAITBHBIX
aHHBIX;

YHHUTOXKEHUS JTUOO 00C3IMUMBAHUS MEPCOHATBHBIX
JIAHHBIX TI0 JIOCTHKCHHH LIeei nx 00pabOTKH WK B
cllydae yTpaThl HEOOXOJUMOCTH B JOCTHXKEHUHU ITHX
LeNeid, a Takke MPH HEBO3MOXXHOCTH YCTpPaHEHUS
OmnepaTtopom

JOMYIICHHBIX HapyLeHUH

NEPCOHAIBHBIX JaHHBIX, €CJIn HHOEC HC

NPESYCMOTPEHO (eiepatbHbIM 3aKOHOM.

3.3. Heau 00padoTKH MEPCOHATbHBIX TAHHBIX

Omepatop oOpabaTbiBaeT TEpCOHANBHBIC JaHHBIC B

OCJIAX:

OCYILECTBIICHUS AEATEIIBHOCTH, MIPEAYCMOTPEHHOM
[lonoxxennem o mpeacraBuTenscTBe oT 11 wrons
2017 (c y4eToM ero M3MCHEHHWH W IOTOJHEHU) U
[onoxenus o Gunuaine ot 22 ampenst 2019 rozga (c
YUETOM €r0 U3MEHEHUH U IOTIOJTHEeHHH );

B COOTBETCTBHM € [pymOBBIM  KOAEKCOM
Poccwuiickoit @enepanii 1 HHBIMH HOPMaTHUBHBIMU
akramu Poccuiickoit ®enepanuu B 00jacTu

OTHOILICHUH MCKOY pa60T0;[aTeJ1eM u pa60THI/IKOM.

1 January 2020

— correspondence of personal data processing to
specific, lawful and pre-determined purposes as
set by this Policy;

— inadmissibility of personal data processing
whereas such processing is incompatible with the
purposes for personal data collection;

— inadmissibility of integration of personal
databases  created for inter-incompatible
purposes;

— processing of only those categories of personal
data that fall under the purposes of personal data
processing;

— correspondence of the volume and nature of the
processed personal data to the purposes of
personal data processing;

— inadmissibility of personal data processing
whereas such processing is excessive with respect
to initial purposes of personal data processing;

— ensuring the accuracy, sufficiency and relevance
of personal data with respect to the purposes of
personal data processing;

— destruction or depersonalization of personal data
upon achievement of the purposes of personal
data processing or in case of loss of need for
achievement of these purposes, as well as at
impossibility of elimination by the Operator of the
allowed violations of PD if other is not provided
by the federal law.

3.3. Purposes of personal data processing

Operator processes personal data for the purposes of:

— performing activities and operations set by the
By-Laws dated 11 July 2017 (as amended and
updated) and Regulations of the Branch office
dated April 22, 2019 (as amended and updated);

— compliance with the Labor Code of the Russian
Federation and other laws of the Russian
Federation in the field of employer-employee
relations.
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3.4. Cy0beKThI epCOHANBHBIX JTAHHBIX
OmepaTop  OCYIIECTBISIET 00pabOTKY  CIICAYIOIIHMX
kareropuii CyObeKTOB epCOHANbHBIX AaHHBIX:

— Ou3nyecKux MM, COCTOSIIUX B  TPYAOBBIX
otHomeHusix ¢ Omeparopom  (paOOTHUKOB
OmnepaTopoB);

—  OuU3WYECKUX JIMII, COCTOSANIMX B HHBIX I'PAXKIAHCKUX
(moroBopHBIX) oTHOMmEHUIX ¢ OmeparopoM u (WiH)
WX 3aKOHHBIX MPEJICTABUTENCH;

— ODusHYeCKUX IUI, SBJSIFOIIUXCS TPEICTABUTEISAMH
KOHTPareHTOB WJIM IOTEHIHAIbHBIX KOHTPAarcHTOB
Omnepatopa - FOpUINIECKUX JTUIL.

3.5. CocTaB nepcoHAJbHBIX JAHHBIX

Omnepartop OCyHIECTBISET OOpabOTKy  CIETYIOLINX
KaTeropuil epCcoOHaIbHBIX JaHHbIX:

—  damuaus, UMs, OTYECTBO;

—  TroJ, MECSIIL, JaTa U MECTO POXKIACHHUS;

— aJpec pErHuCTpanuu, aapec Mmecta (HaKTHYECKOTO
MIPOXKUBAHWS,

—  cemeiiHoe, colraibHOe, UMYIIECTBEHHOE
MOJIOXKEHUE, O0pa3oBaHWe, mpodeccus, BU

JIeSITCIIBHOCTH,
— HHH, MaCIIOPTHBIE JaHHBIC, JIaHHBIC
MEIHIIMHCKOTO TIOJIKCA, CTPaxoBOTO

CBUJICTEILCTBA, OAHKOBCKHE PEKBU3UTHL,
— 3BaHMUs, pa3Mep 3apa0OTHOW IUIAThI M YPOBCHD
noxona, HHGOpMAIUS O BIQJCHUU I[EHHBIMU

Oymaramu;
— ajpeca dJIEKTPOHHOMU MOYTHI, HOMEpa Telne(OHOB;
— Ouomerpuyeckue NIepCOHABHBIC JIaHHBIC
(pororpadus).

4. NOPAJOK OBPABOTKH INEPCOHAJIBHBIX
JAHHBIX

4.1. YcaoBus 00padoTKH NEePCOHATBHBIX JAHHBIX

O0paboTKa MepCOHANTBHBIX JAHHBIX OCYIIECTBISICTCS IIPU
Hammunn coriacus CyObeKTa MepCOHANBHBIX TaHHBIX HA
00paboTKy Hu B HMHBIX MPEAYCMOTPEHHBIX
3aK0HOJAaTeNLCTBOM Poccuiickoii deaepannu ciayyasx.

1 January 2020

3.4. Personal Data Subjects
Operator processes personal data of the following
Personal Data Subjects:

— individuals employed by the operator (i.c.
Operator’s employees);

— individuals that are parties to contracts with the
Operator (and/or their representatives);

— individual representatives of legal entities that are
Operator’s counterparties or potential
counterparties.

3.5. Categories of personal data

Operator processes following categories of personal
data:

—  Surname, name, patronym,;

— year, month, date and place of birth;

— address of registration, address of residence;

— family, social, material status, education,
profession, occupation;

— individual taxpayer number, passport details,
medical insurance details, insurance certificate
details, bank details;

— titles, wage rate, commodity interests;

— e-mails, telephone numbers;

—  biometric personal data (photos).

4. TERMS OF PERSONAL DATA
PROCESSING

4.1. Grounds for personal data processing

Personal data is processed on the basis of Personal
Data Subject’s consent to such processing as well as
on other grounds prescribed by the laws of the Russian
Federation.
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B psnme cnydaeB mpemocTaBieHue corjacus  (3a
UCKJIIOUCHHEM CIIy4aeB, KOTJla 3aKOHOJATeIbCTBOM
Poccuiickoit ®denepanyu IpeayCMOTpEHA

H606XOI[I/IMOCTB MNOJIy4YCHUSA MHUCbMCHHOI'O COFJ'IaCI/Iﬂ)
MOXET OCYILICCTBIATHECA IIYTEM 3allOJIHCHHUSA OHJIAMH-

¢bopMBI TP  perucTpalMyd  UIsL  UCIIOJIb30BaHUS
MpOAYKTOB U yciuyr OmepaTtopa, IpHU pEerucTpanuy As
y4acTUsi B  MEPONPHATHH, TPH  MPEIOCTABICHUU
CyObekToM  mepcoHalnbHBIX  JaHHBIX  Omepartopy

WHPOpPMAIIUK O ero/ee BU3UTHOW KapTOUKE WIH MpPU
3arpoce Ha noiydenue uHpopmanuu ot OnepaTopa.

Omnepatop TpemoCTaBIsieT W PACKpPBhIBa€T CBEACHHUA,
coJiepIKaIiue nanaele  CyObekTa
MEePCOHAIBHBIX TAHHBIX, TPEThEH CTOPOHE TOJBKO MpHU

NEPCOHAIBHBIC

Hanmmuuu coryacusi CyObekTa nepcoHalbHbIC JaHHBIX, 32
HCKJIIOYEHUEM CIIy4acB,
3aKoHoJiaTenbCTBOM Poccuiickoit deneparivu.

YCTaHOBJICHHBIX

4.2. O6pabdoTKa MEPCOHATBHBIX JAHHBIX

Omnepatop ciefyromue  JeUCTBUA

(omeparum) ¢ MepCcOHATLHBIMH TaHHBIMHU:

OCYIIECTBIISIET

C60p, 3alliCh, CUCTCMATU3AIUT0, HAKOIJICHUEC, XPAHCHUC,

yrouHeHrne (OOHOBJICHHE, HW3MCHCHHE), W3BIICUCHUE,
WCIIOJIb30BaHUE, nepeaaqy (pactipocTpaHeHue,
MPeIOCTaBIICHUE, JIOCTYTI), o0e3muYrBaHue,

OJIOKMpOBaHKeE, yIaICHUE, YHIITOXKEHHIE TIePCOHATBHBIX
JTAaHHBIX.

Omnepatop
CIIEIYIONIAMH CIIOCO0aMMU:

o0pabaTpiBaeT TEPCOHATLHBIC  JTAHHBIC

- C HWCIIOJIb30BAHUEM CPECTB aBTOMATH3AIIVH;

- 0e3 UCIIOJIB30BaHMsI CPEJICTB aBTOMATH3AIUH;

- CMEMIaHHBIM cIocoOoM (¢ 1 6€3 HCIIOIh30BaHUS
CPEICTB aBTOMATH3AIIHH).

O6paboTKa TEPCOHANBHBIX MAHHBIX OCYIICCTBIICTCS C
nmepefayed mo BHYTpeHHeW cetu Omneparopa U ¢
nepenayen o cetu UHTepHer.

4.3. IlopyyeHne o0pabOTKH MEPCOHAIBHBIX TAHHBIX
TpeTbeMy JIHILY

1 January 2020

Where applicable, consent (unless a written consent is
required by the laws of the Russian Federation) may
be granted by filling out an online form when the
Personal Data Subject registers to use products and
services of the Operator, when the Personal Data
Subject registers for an event, when the Personal Data
Subject provides the Operator with information about
his/her business card, or when the Personal Data
Subject requests information from us.

Operator may only provide and disclose information
containing personal data of the Personal Data Subject
to a third party upon Personal Data Subject’s consent,
unless otherwise provided by the laws of the Russian
Federation.

4.2.Personal Data Processing

Operator performs following actions (operations) with
personal data:

collection, recording, systematization, accumulation,
storage,  specification  (updating,  changing),
extraction, use, transmission (distribution, extension,
access), anonymizing, blocking, removal, destruction
of personal data.

Operator processes personal data by following means:

- automatically;

- non-automatically;

- by combined means (automatically and non-
automatically)

Processing of abovementioned categories of data is
performed with transmission inside Operator’s

network and with transmission via Internet.

4.3.Instructing a third party to process personal
data
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Ecnu wHOE HE mpemycMOTPEHO 3aKOHOIATEILCTBOM
Poccutickoit ®@enepanuu, OmnepaTop BIpaBe MOPYYUTH
00pabOTKy MEPCOHANBHBIX JAHHBIX IPYroMy JHIy Ha
OCHOBaHHWM 3aKJIFOYaEMOT0 C O3THUM JIUIIOM JIOTOBOpa
(«JInuo, oCylIecTBJIsAIONIEe 00padoTKy
NMEePCOHATBHBIX IAHHBIX N0 MOpy4YeHuI0 OnepaTopay)
npu Haguumu coriacus CyObekTa IepCOHATBHBIX
TAHHBIX.

CyOBeKT MepCoHANBHBIX TAHHBIX BITPABE 03HAKOMHUTHCS C
mepeyaeM  JIWI[,  OCYIIECTBIAIONIMX  00pabOTKy
MEPCOHABHBIX JIAHHBIX 10 TopydeHuro Omeparopa, B
0001 MOMEHT Ha OCHOBAHHH €T0 MHCEMEHHOT0 3a1poca
B anmpec Omeparopa.

JloroBop OrnepaTopom u JIutom,
OCYIIECTBIISIONIMM 00pa0OTKy TEPCOHATBHBIX JaHHBIX

MEXTY

110 MIOPY4YCHUTIO Or[epaTopa, JOJDKCH BKIIIOYATh:

- IepedYeHb JefcTBui (oneparwit) c
MEePCOHABHBIMA  JTaHHBIMH, KOTOpPbIE OYyIyT
coBepmiatbesi  Jlumom, OCYIIECTBIISIOIIUM
00pabOTKy  TEpCOHAJbHBIX  JAaHHBIX IO
nopyderuro Omneparopa,

- uenu o0paboTkH,

- 00s3aHHOCTH ~ TaKOro  JUIa  COOJIOAATh

KOH(l)I/I,Z[CHLII/IaIH)HOCTB NEPCOHAIBHBIX JAHHBIX U

obecrieunBaTh 0E30MACHOCTh  MEPCOHAIBHBIX
JIAHHBIX TIPH UX 00paboTKe,

- TpeboBaHWS K  3ammre  00padaThIBAEMBIX
MEPCOHANBHBIX  JIAHHBIX, COOTBETCTBYIOIIHE
TpeOOBaHUsIM, yCTaHOBJIECHHBIM B [lomuTHKEe M
[lonutuke wuHpOPMAIMOHHOW  Oe30MacHOCTH
Omepatopa.

4.4. Tpancrpanu4Hasi mnepefaya  MePCOHAIBLHBIX

JAAHHBIX

Omneparop MOXeET OCYIIECTBIST nepenaqy

MEPCOHATBHBIX JIAHHBIX 3a MPpeAeIbl Tepputopun Poccun,

BKIIIOUYasi, Ha TEPPUTOPHUIO CIICAYIOIIUX WHOCTPAHHBIX

rOCyIapCTB:

— CLIA,

— Coenunennoe KoponeBcTtBo BenukoOputanun wu
Cesepnoii Upnananu,

— Kanana,

1 January 2020

Unless otherwise provided by the laws of the Russian
Federation, the Operator may entrust the processing of
personal data to a third party (“Data Processor”) on
the basis of a contract with such third party and
contingent upon the Personal Data Subject consent.

Personal Data Subject shall be provided with a list of
such Data Processors upon its written request to the
Operator at any time.

A contract between the Operator and a Data Processor
shall contain following terms:

- list of actions (operations) with personal data
to be performed by the Data Processor;

- purposes of personal data processing;

- Data Processor’s obligation to maintain
confidentiality of personal data and provide
security to personal data in the course of their
processing;

- Requirements to apply security measures that
are consistent with the measures set in this
Policy and Operator’s Information Security
Policy.

4.4.Cross-border transfer of personal data

Operator may transfer personal data to territories
outside of Russian Federation, including to the
following foreign states:

—  United States of America,

—  United Kingdom of Great Britain and Northern
Ireland,

— Canada,
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— MHpnannus,
— T'epmanus,
— Hupnepnannpi,
—  Cunramyp.

4.5. Jlokaau3auusi NepCOHAJBHBIX JAHHBIX TPakIaH
Poccuiickoii @egepanun

[Ipu cOope mepcoHaNbHBIX JaHHBIX TpakaaH Poccuiickoi

Odenepanui, B TOM YUCJIE TOCPEACTBOM  CETH
«HTEepHETY, Omnepatop MPUHUMACT pazyMHO
HEOOXOMUMBIC MEphl Ui  OOECICUEHHUS  3allMCH,

CHUCTEMaTH3allul, HAKOIUICHHS, XPAHEHUS, yTOYHECHUS
(oOHOBJICHMS, N3MECHECHHUS) M U3BJICYCHIS TIEPCOHATBLHBIX
JaHHBIX C UcToyib30BanueM OmepatopoM 0a3 JaHHBIX,
HaxoZsImuxcst Ha Teppuropuu Poccuiickoit Penepannn
(B yacTtHOCTH, 110 aapecy Bosasuxkenka yi., 1.4/7, KOPIL
2, Mockga, 125009).

5. MPABA CYBBEKTA TIEPCOHAJIBHBIX
JAHHBIX

5.1. IIpaBa Cy0beKTa NepCcOHATBHBIX JAHHBIX

IIpaso
MEPCOHAJIBHBIX JaHHBIX UMEET MPaBO Ha TOJyYCHUE y
Omneparopa uHbOpMaITIH,

00pabOTKH ero/ee MepCOHANbHBIX JaHHBIX.

Ha mnoaydenune uHpopmauun. CyObexT

MOJTHOM Kacaromieics

IIpaBo nHa moctyn. CyOBEKT TEPCOHATBHBIX JTaHHBIX
MMEET TIPaBO Ha JOCTYyl K CBOUM TMEPCOHAILHBIM
JIAHHBIM, BKITIOYAs TPaBO Ha IMOJyYCHHE KOIUH JIF000H
3aIlKCH, COJIEpXKaIllel ero/ee MepCoHANbHBIC TaHHBIC, 32
HCKITFOUCHHEM

CJIy4acB, YCTaHOBJICHHBIX

3aKoHoJiaTeNnbCTBOM Poccuiickoit denepaiinu.

IIpaBo HAa  yTOYHeHHe,  OJIOKMpOBaHHE W
yHnuTOKeHue. CyOheKT NMepCOHATBHBIX JIAHHBIX BIIPABE
TpeOOBaTh YTOUHEHHS €ro/ee IePCOHATBHBIX JaHHBIX, UX
ONOKMpOBaHWS WM YHUYTOXKEHUS B CIydae,
MEPCOHAILHBIC  JIaHHBIC  SIBIISIOTCA

eciau
HETOJIHBIMU,
YCTapeBIIMMH, HETOYHBIMU, HE3aKOHHO IOJIYYCHHBIMH
WIA HE SBILSIIOTCA HEOOXOMMMBIMHM IS 3asBICHHBIX
ITomutHukoi nenemn.

1 January 2020

— Ireland,

— Germany,

—  The Netherlands,
— Singapore.

4.5. Localization of Russian citizens’ personal data

While collecting Russian citizens’ personal data,
including via Internet, the Operator will take
reasonable that record,
systematization, accumulation, retention,
specification (update, amendment) and extraction of
personal data are performed by the Operator on
databases located in the Russian Federation (in
particular, at Vozdvizhenka str. 4/7, building 2,
Moscow, 125009).

measures to ensure

5. RIGHTS OF PERSONAL DATA SUBJECT

5.1.Rights of the personal data subject

Right to receipt of information. Personal Data
Subject has a right to receive full information on
his/her personal data processing from the Operator.

Right of access. Personal Data Subject has a right to
access personal data, including to request a copy of
any record containing his/her personal data, unless the
laws of the Russian Federation provide otherwise.

Right to rectification, blocking and destruction. If
personal data are incomplete, outdated, inaccurate,
and unlawfully obtained as well as incompatible with
the purposes set hereunder, Personal Data Subject
may ask for rectification, blocking or destruction of
such personal data.
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IIpaBo Ha oT3bIB coriacusi. CyOBeKT TepCOHATBHBIX
JAHHBIX BIpaBe B JIIOOOH MOMEHT OTO3BaTh CBOE
cormacue Ha JIAHHBIX

00paboTKy IEepCOHATBHBIX

OmnepaTopom.

IIpaBo o0:xajgoBaTh JAeiicTBUSI WU Oe3delicTBUS
Omnepartopa B YNOJHOMOYEHHBI OpraH IO 3alIuTe
cy0OBEeKTOB MepCOHANBHBIX AaHHBIX W cyd. Ecmu
CyObeKT IepCoHaIbHBIX JAHHBIX CUUTAeT, 4To Oneparop
OCYILIECTBIISIET 00pabOTKY ero/ee mepcoHaIbHbBIX TaHHBIX
c HapylIeHUEM TpeboBaHMIA JIEUCTBYIOLIETO
3aKOHOZATENbCTBA WM MHBIM 00pa3oM HapylIaeT ero/ee
mpaBa ¥ cB0o0Obl, CyOBEKT NEpCOHATBHBIX JaHHBIX
BIIpaBe 00’KajgoBaTh JCHCTBUS WM  Oe3zeicTBHe
Omnepatopa B yIOJTHOMOYEHHBIM OpPraH IO 3allUTe MpaB
CyObeKTOB TMEpPCOHAJBHBIX JaHHBIX HJIH B CYyJICOHOM

TIOPSIZIKE.

CyOBeKT mepcoHaNbHBIX JaHHBIX BIIPABE OCYIIECTBISTH
WHBIE TIpaBa, MNPEAYCMOTPEHHBIC 3aKOHOJATEIHCTBOM
Poccuiickoii @enepanuu.

1 January 2020

Right to withdraw consent. Personal Data Subject
shall have the right to revoke anytime his/her consent
to personal data processing by the Operator.

Right to lodge a complaint with the data protection
authority or court. If the Personal Data Subject has
a concern that the Operator processes his/her personal
data in violation of applicable legal requirements or
otherwise violates his/her rights and freedoms, the
Personal Data Subject has the right to lodge a
complaint against the actions or omission of the
Operator with the data protection authority or court.

Personal Data Subject has the right to exercise other
rights stipulated under the laws of the Russian
Federation.

10
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5.2. 3anpoc OnepaTopy

B pmomomHenme K HCIONB30BaHUIO  (popMblI,
MPEAYCMOTPEHHON I'mobanbHOM KopnopatusHoit
[omutukoit, CyOBeKT MEpCOHATBHBIX ITAHHBIX BIPaBE
HampaBnaTh  OmepaTopy 3ampockl  Ha  TIONYYCHHC
nH(popmaIuy, KaCaroIIencst 00paboTKH ero
MEePCOHATBHBIX TaHHBIX:
(1) B nmuceMeHHoO# dopme o aapecy: BozaBmxenka
yiL., 1.4/7, xopi. 2, Mocksa, 125009 uiu
(2) B ¢dopme >IEKTPOHHOIO OOKYMEHTa Ha ajpec
3JICKTPOHHOM MOUTHI: privacy@spglobal.com.
3anpoc CyObeKTa MepCOHATLHBIX JAaHHBIX Ha MOJIYICHHE
uHpopMaLuy,  Kacamomeiics ~ oOpaboTkm  ero/ee
MePCOHAITBHBIX JAHHBIX, TOJDKEH cozepkaTh
CIIEYFOIY 0 HH()OPMAIIUIO:

—  damunus, ums, otTdyecTBo CyObeKTa IepCOHAIbHBIX
JTAHHBIX;

— HOMEp JOKYMEHTa, YIOCTOBEPSIONIETO IJHUYHOCTD
CyObekTa TIepCOHANBHBIX JAHHBIX WU €0
MPEJICTABUTENSA, CBEIEHHE O JaTe BBIJAYU
YKa3aHHOTO JTOKyMEHTa M OpTaHe, er0 BBIAABIIEM;

— cBeaeHus, moarBepxkaatomme ydactue CyObekTa
IMEPCOHAIIBHBIX JaHHBIX B OTHOLICHUAX C
Omneparopom, TnOO OCHOBaHHUS MPEAIONaraTb, 4To
Onepatop OCYLIECTBIISIET 00paboTKy
NepCOHANBHBIX NaHHBIX CyOnekTa (IpHu HATHYUH);

—  TEKCT 3aIpoca;

— MMOYTOBBIN anapec JJIsL HaIrrpaBJICHUA OTBETa
Omnepartopa;

—  ajapec AIIEKTPOHHOU MOYTEHI,

— pata u nognuck CyObeKTa MepCcOHABHBIX TaHHBIX.

Onepatop paccMaTpWBaeT 3alpoc Ha  IOJyYCHUE
nH(popMaIu, Kacaromelhcs o0paboTKH TMepCOHATBHBIX
naHHbiXx CyObeKTa, B TEUCHUE TPUALATH KaJCHIAPHBIX
IHEW ¢ MomeHTa monmydeHus 3ampoca CyObekrta
MEPCOHANBHBIX JAHHBIX.

1 January 2020

5.2.Request to the Operator

In addition to using the form provided in the Global
Corporate Privacy Policy, a Personal Data Subject
may send requests for information on his/her personal
data processing to the Operator:
(1) in a written form at the address:
Vozdvizhenka str. 4/7, building 2, Moscow,

125009 or
(2) in a form of an e-document at:
privacy@spglobal.com.

Personal Data Subject’s request for information on
his/her personal data processing to the Operator shall
contain the following information:

— surname, name, patronym of the Personal Data
Subject;

— Personal Data Subject or the Personal Data
Subject’s  representative’s ID  number,
information on the date of issue as well as on the
authority that issued the document;

— Details that confirm Personal Data Subject’s
relations with the Operator or grounds for
Personal Data Subject’s concern that Operator
may process the Personal Data Subject’s
personal data (if available);

— request as such;

— postal address for receipt of the Operator’s
response;

— e-mail;

— date and signature of the Personal Data Subject.

The Operator shall review the request for information
on Personal Data Subject’s personal data processing
within 30 calendar days from the moment of Personal
Data Subject’s request receipt.

11
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6. USMEHEHUE, BJIOKHUPOBAHUE,
YHUUYTOXEHHUNE INEPCOHAJIBHBIX
JAHHBIX

[lo Tpeboanuto CyObeKTa TEPCOHATBHBIX JTaHHBIX
OmepaTop 00s3yeTCsl BHECTH HEOOXOAMMBIC N3MCHCHUS B
MepCOHANTbHBIC TaHHBIX CyObeKTa, HITM YHUYTOXHUTh UX B
cllydae, €CIM OSTH TMepCOHAIbHBIE HaHHBIE SBISIOTCS
HEMOJHBIMH, YCTapeBIIUMH, HETOYHBIMU, HE3aKOHHO
MOJTyYCHHBIMU HIIM HE SBISIOTCS HEOOXOIUMBIMU ISt
3asBiieHHBIX B [lonuTuke nemnen.

B ciyuae montBepkIeHHs (akTa HEIOCTOBEPHOCTH
MePCOHATBHBIX JAHHBIX, Omneparop
nepcoHabHbIe JaHHbIe Y CyOBeKTa.

YTOYHSIET

B cnydae BbIABIEHUS HENMPAaBOMEPHBIX JAEHCTBUH C
NEepCOHANbHBIMU JaHHBIMH CyOBeKTa NepCOHaTbHBIX
naHHelx, Onepatop B CpPOK, HE IPEBBILAIOIIUN Tpex
pabouux OHEW ¢ JaTbl TaKOTO BBIABJICHUS, O0s3aH
YCTpaHUTh JIONMYIIEHHBIM HapyumieHus. B ciyuae
HEBO3MOYKHOCTH YCTPAaHEHUs JOMYIIEHHBIX HapyLIeHUH
Omnepatop B CpoK, HE MPEBILIAOIIUI TpeX pabouux qHen
C JaTbl BBISBICHUS HENPABOMEPHOCTH JEUCTBUH C
NepCcOHANbHBIMU  JaHHBIMH CyOBbeKTa TepCOHaTbHBIX
JAHHBIX, TUTS
YHHUTOXXEHUSI TIEPCOHAJIbHBIE JaHHbIe Takoro CyObekTa

00si3aH TPHUHATH pPa3syMHBIE MEpPHI
MEPCOHAIBHBIX JAaHHBIX B CpPOK, HE MPEBBIIIAIOIINN
necsith padoumx mHed. OO0 ycTpaHEHUHM AOMYIIEHHBIX
HapyleHHd wuid 00 YHHYTOXKEHUH IE€PCOHAIBHBIX
Omnepatop

IMEPCOHAIBHBIX TaHHBIX.

JTaHHBIX YBEIOMJISIET Cy0ObekTa

7. MEPBI 110 OBECIIEYEHHIO 3AIIUTHI
HEPCOHAJIBHBIX JAHHBIX

OmnepaTopom
HEOOXOIUMEIE

OPEANPUHATEL  CICAYIONIHE  MEpHI,
JUIs ~ 00ecClieYeHUsT  BBITIOJHCHHS
00s13aHHOCTEH Ormeparopa,

Poccuiickoii

MIPeTyCMOTPEHHBIX
3aKOHOJIATEIHCTBOM Oepepauuu = 0

NEPCOHAJIBHBIX TAHHBIX:

— Ha3HAYEHO JIUI0, OTBETCTBEHHOE 32 OPTaHMU3AIIHIO
00paboTKM TIEpCOHANBHBIX TaHHBIX Y Oneparopa;

— ompeneneH TepedeHb paboTHHKOB OnepaTopa,

00paboTKy

OCYIICCTBIIAIONIUX NEPCOHAIBHBIX

1 January 2020

6. AMENDMENT, BLOCKING, ERASURE OF
PERSONAL DATA

Upon Personal Data Subject’s request, the Operator
shall amend his/her personal data or destroy these data
if they are incomplete, outdated, inaccurate,
unlawfully obtained or incompatible with the
purposes of this Policy.

If inaccuracy of personal data is confirmed, the
Operator shall rectify personal data with Personal
Data Subject.

In the event of unlawful operations with personal data
of the Personal Data Subject, the Operator shall
remedy any violations within three business days from
the moment of such violation’s identification. In the
event such violations cannot be remedied within three
business days, the Operator shall take reasonable
measures to destroy such personal data within 10
business days. The Operator will notify the Personal
Data Subject of remedy or destruction of personal
data.

7. PERSONAL DATA SECURITY MEASURES

The Operator undertook following measures required
for the performance of Operator’s obligations under
the laws of the Russian Federation in the field of
personal data:

— Operator appointed the person responsible for
personal data processing;

— Operator adopted the list
employees that process personal data. Operator

of Operator’s

12
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JmaHHbIX. OrepaTtop OCYIIECTBISET O3HAKOMIICHHE
YKa3aHHBIX JIUI] C TIOJIOKEHUSIMHU 3aKOHO/IaTEIhCTBA
Poccwuiickoit Denepanyu B 00JaCTH MTEPCOHATBHBIX
JIAHHBIX W JIOKAIBHBIMH akTamu Oneparopa o
BOTIPOCAM MEPCOHATBHBIX TaHHBIX;

YTBEPKJICHA [NonuTuka WNudopmanmonHoi
be3onacnocti Oneparopa 1/Wiv HHbIE JTIOKATBHEIC
aKThl [0 BoIpocaM O0OpaOOTKH MEPCOHAIBHBIX
JAHHBIX,  BBISABICHUS M IPEAOTBPAIICHUS
HapyleHun 3aKOHO/IaTENIbLCTBA Poccuiickoii
Oenepanyu B cepe NEPCOHATBHBIX TaHHBIX;
MePCOHANILHEIC  JIaHHBIE, OOpabaThIBaeMbIe C
WCIIOJIb30BaHUEM CpEeICTB aBTOMAaTH3aIINH,
XpaHATCS B AJIEKTPOHHOM BHJIE B
nHGOPMAIMOHHBIX cucTemMax Orneparopa, a TakKe B
ApPXUBHBIX KOIMUAX 0a3 JaHHBIX 3TUX CHUCTEM, C
COOIII0ICHNEM

ycnOBHﬁ, MMPU3BAHHBIX

o0ecrieunBaTh COXPaHHOCTh MEPCOHATBHBIX
JIAHHBIX ¥ UCKITIOYAIOIINX HECAHKIIMOHUPOBAHHBIN
JOCTYTI K HUM;

MEPCOHANLHBIX JaHHBIE, OOpabaThiBaeMbie 0e€3
UCTIOJIb30BaHUS Cpe/CTB aBTOMATH3aLUU
o0pabaTeiBalOTCI ~ 000COOJICHHO  OT  WHOU
WHPOpPMAIIUKM, B YACTHOCTH TOCPEACTBOM HX
¢uKcanud  HAa  OTAENBHBIX  MaTepHATbHBIX
HOCHUTEJISIX TIEPCOHAITBHBIX JaHHBIX;

00eCreyeHo pa3jielibHOe XPaHEHHE MEPCOHATBHBIX
JMAHHBIX M MX MaTepHAbHBIX HOCHUTENCH B CiTydae
eclii MX 00paboTKa OCYIIECTBISACTCS B Pa3HBIX
HesIX W TpeArnosaracT o0pabOTKy pas3iIuYHbIX
KaTETOPHi MEPCOHANBHBIX JAHHBIX;

YCTAHOBJICH 3allpeT Ha Mepejady MepCOHAIbHBIX
JMAHHBIX MO OTKPBITBIM KaHalaM CBSI3H M CETH
WutepHer 0e3 MNPUMEHCHUS  YCTAHOBJICHHBIX
OmneparopoM Mep 1Mo 00ecreueHU0 0e30MacHOCTH
MEPCOHANBHBIX TAHHBIX;

OCYIIECTBISCTCS BHYTPCHHHIA KOHTPOJIb
COOTBETCTBHS OOpabOTKH NMEPCOHATBHBIX TaHHBIX
3aKOHONATenbCTBY  Poccmiickoit ~ ®epnepauuu,
Hacrosimed IlomuTuke W JOKanbHBIM — aKTam

Ornepatopa.

1 January 2020

ensures acquaintance of these employees with
the laws of the Russian Federation in the field of
personal data and with internal regulations of the
Operator adopted with respect to matters of
personal data;

Operator adopted its Information Security
Policy and/or other internal regulations on
matters of personal data  processing,
identification and prevention of violations of
Russian laws in the field of personal data;
personal data that are subject to automatic
processing are e-stored in  Operator’s
information systems, as well as in archived
copies in a manner which is designed to ensure
personal data  security and  excludes
unauthorized access to such data;
non-automatic processing of personal data is
performed separately from other information,
inter alia due to fixation of personal data on
different media;

personal data and media containing personal
data are stored separately in cases where
processing of such data is performed for
different purposes or where personal data
consists of different categories of data;

it is prohibited to transfer personal data through
open telecom channels and Internet without
applying Operator’s measures for personal data
security maintenance;

exercise of internal control over personal data
processing compliance with the laws of the
Russian Federation, this Policy and internal
regulations of the Operator.

IIpu oOpaboTke mnepcoHadbHbIX maHHBIX Omneparop The Operator adopts legal, organizational and
npuHUMaeT npeaycMmoTtpeHnble  cr. 19 @3 «O technical measures for protection of personal data
MEPCOHANBHBIX JaHHBIX» IPaBOBBIE, opranu3annonnsie 1 from illegal or random access to personal data,

13
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TEXHUYECKUE MEPBI JUIS 3aIUThI IEPCOHATBHBIX TAHHBIX
OT HEMPaBOMEPHOTO WJIHM CIIy4aHOTO JOCTyHa K HHM,

YHUYTOXCHUA, HN3MCHCHUA, 6J'IOKI/Ip0BaHI/I}I,
KOIMUPOBaHUA, MMpEaAOCTaBJICHUS, pacrnpoCcTpaHCHus
NEPCOHATIBHBIX JAaHHBIX, a TaK¥XKC oT HMHBIX

HEMIPaBOMEPHBIX IEUCTBUM B OTHOIICHUH MEPCOHABHBIX
JAHHBIX.

8. 3AKJ/IIOYUMTEJIBHBIE IIOJIOKEHUA
Wnple mpaBa u oOs3anHOocTH Omeparopa B CBS3U C

00paboTKOM
rpaxkaan

IIEPCOHAIIBHBIX
OIMpeACIAOTCA

JIaHHBIX  POCCUHCKHUX

3aKOHOJIATEIBCTBOM
Poccuiickoti ®enmeparuu B 00JaCTH  MTEPCOHATBHBIX
JAHHBIX.

OnepaTtop HECeT OTBETCTBEHHOCTh 3a HapyIICHUE
00s13aTENBCTB MO  OOECIICUCHUI0 OC30IaCHOCTH U
KOH(UICHIINATEHOCTH MEePCOHABHBIX JAHHBIX
POCCHICKHX TpakIaH MpH uX 00pabOTKE B COOTBETCTBUH

¢ 3akoHoAaTenbcTBOM Poccuiickoit denepanuu.

Pabotauku OnepaTtopa, BAHOBHBIE B HapyLICHUH HOPM,
peryaupyoomux o0paboTKy M 3alIUTy HEPCOHAIBHBIX

JNaHHBIX, HECYyT MAaTepHabHYI0, JUCHUIUIMHAPHYIO,

AIMUHUCTPATUBHYIO, rpaK1aHCKO-IIpaBOBYIO N

YT'OJIOBHYIO OTBCTCTBCHHOCTH B TIOPAIKE,

YCTaHOBJICHHOM Poccuiickoii

®denepanun.

3aKOHOJaTCIbCTBOM

1 January 2020

destruction, amendment, blocking, copying,
provision, dissemination of personal data as well as
from other unlawful actions in the course of
processing personal data, pursuant to Article 19 of the
Federal Law “On Personal Data”.

8. FINAL CLAUSES

Other rights and obligations of the Operator in
connection with the processing of personal data of
Russian citizens shall be determined pursuant to the
laws of the Russian Federation in the field of personal
data.

The Operator is liable for violation of its obligations
to maintain security and confidentiality of personal
data of Russian citizens in the course of personal data
processing in accordance with the laws of the Russian
Federation.

Employees of the operator who are liable for violation
of the rules governing the processing and protection
of personal data shall bear material, disciplinary,
administrative, civil-legal or criminal liability in
accordance with the laws of the Russian Federation.

14



